
1	1	1	

CS144	
An	Introduc/on	to	Computer	Networks	

Unit	2:	Transport	
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Peer	transport	layers	communicate	
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IPv4	Datagram	

CS144,	Stanford	University	

Flags	

Version	

Time	to	Live	
“TTL”	

Type	of	Service	

Checksum	

Header	
Length	 Total	Packet	Length	

Packet	ID	 Fragment	Offset	

Protocol	ID	

Source	IP	Address	

Des/na/on	IP	Address	
(OPTIONS)	 (PAD)	

Bit	0	

Data	

Bit	31	
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 Vision	vs.	Reality	
•  Original	Internet	design	embraced	idea	of	many	
transport	protocols	
– TCP,	UDP,	SCTP,	STCP,	RTP,	DCCP…	

•  Today	we	have	3	
– App	to	app:	TCP,	UDP	
– Kernel	to	kernel:	ICMP	

•  You'll	learn	why	in	Unit	5	(NATs)	
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Rest	of	Lecture	

•  UDP	
•  TCP	
•  Stop	and	wait	
•  Sliding	window	
•  Distributed	systems:	think	about	edge	cases	
– Sequence	number	spaces	

– Connec/on	establishment/teardown	
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User	Datagram	Protocol	(UDP)	

Property	 Behavior	
Connec&onless	

Datagram	Service	
No	connec/on	established.	
Packets	may	show	up	in	any	order.	

Self	contained	datagrams	

Unreliable	delivery	 1.  No	acknowledgments.	
2.  No	mechanism	to	detect	missing	or	mis-sequenced	

datagrams.		
3.  No	flow	control.	
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UDP	Data	

Bit	0	 Bit	31	

The	UDP	Datagram	Format	

IP	Hdr	

IP	Data	

UDP	Hdr	UDP	Data	

Source	port	
Checksum	 Length	

Des/na/on	port	

Fields	used	for	UDP	checksum	(if	non-zero)	
IPv4:	IP	DA,	IP	SA,	Protocol	ID	for	UDP	(17),	UDP	data+hdr	length	

UDP:	source	port,	des/na/on	port,	length	
UDP:	data	
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UDP:	Port	Demul/plexing	

Process	1	

A B

UDP	

IP	

Process	2	 Process	1	 Process	2	

Data	
Dest	port	=	177	
Src	port	=	123456	

Data	
Dest	port	=	177	
Src	port	=	123456	

UDP	port	number	=	177	
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Summary	

UDP	provides	a	simpler,	datagram	delivery	service	
between	applica/on	processes.	

Used	for	DNS,	DHCP,	new	transport	protocols!	

	-	Because	NATs	support	UDP…	
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The	TCP	Service	Model	
Property	 Behavior	

Stream	of	bytes	 Reliable	byte	delivery	service.	

Reliable	delivery	 1.  Acknowledgments	indicate	correct	delivery.	
2.  Checksums	detect	corrupted	data.	
3.  Sequence	numbers	detect	missing	data.		
4.  Flow-control	prevents	overrunning	receiver.	

In-sequence	 Data	delivered	to	applica/on	in	sequence	transmiKed.	

(Conges&on	Control	 Controls	network	conges/on.)	
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TCP	and	sequence	numbers	

•  Each	side	of	a	TCP	connec/on	has	
– a	send	window	of	sequence	numbers		

– a	receive	window	of	sequence	numbers	

•  To	start	a	connec/on,	each	peer	needs	to	tell	other	
side	what	window	it	should	receive/expect	
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The	TCP	Segment	Format	
IP	Hdr	

IP	Data	

TCP	Hdr	TCP	Data	

Source	port	
Sequence	#	(of	first	byte	in	segment)	

Acknowledgment		Sequence	#	(last	byte	+	1)	
Flags	

Checksum	

HLEN	 RSVD	

U
RG

	

AC
K	

PS
H
	

RS
T	

SY
N
	

FI
N
	 Window	Size	

Urgent	Pointer	
(TCP	Op/ons)	

TCP	Data	

Bit	0	 Bit	31	

Des/na/on	port	
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Connec/on	setup	
3-way	handshake	

A	 B	
Syn	

Syn	+	Ack	

Ack	
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The	Unique	ID	of	a	TCP	connec/on	

Syn	+ISNA	

Syn	+	Ack	+ISNB	

Ack	

Connec/on	Setup	
3-way	handshake	

A	 B	

IPv4	Hdr	IP	Data	

Source	Port	
Des/na/on	Port	

TCP	Data	
IP	DA	
IP	SA	
Protocol	ID	=	“TCP”	

104-bit	globally	unique	ID	
(Internet-wide)	

1.	Host	A	increments	source	port		
for	every	new	connec/on	

2.	TCP	picks	ISN	to	avoid	overlap	with	previous	
connec/on	with	same	ID.	
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Connec/on	teardown	

A	 B	
Fin	

(Data	+)	Ack	

Fin	

Ack	
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Why is there a timeout
for TIME WAIT?

Why not for LAST ACK?


